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Annotatsiya: Ushbu ilmiy maqolada Telegram messenjer platformasida tarqaladigan
fishing (phishing) xavolalarni avtomatik aniqlash va bloklashga mo'ljallangan bot tizimining
arxitekturasi loyihalash masalalari yoritilgan. Tadqiqot davomida botning ishlash algoritmi
Sequence Diagram ko'rinishida tasvirlangan, VirusTotal API va Google Safe Browsing API
texnologiyalari bilan integratsiya usullari tahlil qilingan hamda Python dasturlash tilining
ailogram va telebot kutubxonalari asosida asinxron dasturlash yondashuvlari ko'rsatilgan.
Ma'lumotlar bazasi bilan ishlash mexanizmlari va botning umumiy arxitekturasi batafsil
yoritilgan.

Kalit so'zlar: Phishing, Telegram bot, VirusTotal API, Google Safe Browsing, aiogram,
telebot, asinxron dasturlash, SQLite, URL skaneri, axborot xavfsizligi.

Abstract: This scientific article discusses the design of an automated bot architecture for
scanning phishing links on the Telegram messenger platform. The research presents the bot's
operating algorithm in a Sequence Diagram format, analyzes integration methods with
VirusTotal API and Google Safe Browsing API technologies, and demonstrates asynchronous
programming approaches based on Python's aiogram and telebot libraries. Database interaction
mechanisms and the overall architecture of the bot are also described in detail.
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Introduction

Telegram is one of the most popular instant messaging platforms with over 900 million
active users worldwide. Telegram’s open API infrastructure and bot system make it ideal for
both business and personal communication. However, this popularity also makes it an attractive
target for cybercriminals, particularly those who carry out phishing attacks.

Phishing is a type of cyberattack aimed at deceiving users and stealing their personal
information, bank card numbers, passwords, and other confidential information. The distribution
of phishing links (URLs) in Telegram groups, channels, and private conversations has become
one of the most common methods of this type of attack. According to Kaspersky Security
Bulletin, in 2023, more than 30% of phishing attacks globally were carried out via links in
messengers.

The purpose of this research is to design an automated Telegram bot architecture based on
the Python programming language that is capable of scanning, analyzing, and alerting users to
phishing messages in real time. The object of the research is malicious URL links on the
Telegram platform, and the subject is methods for programmatically implementing an
asynchronous bot system and API integration in the Python environment.

Main part
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The mechanism of phishing attacks on Telegram. Phishing messages on Telegram are
usually spread through spam links in public groups and channels, deceptive links sent in private
chats, automated messages distributed on behalf of bots, and forwarded suspicious content.
Phishing sites often use domain names similar to legitimate sites — for example, telegrdm.org or
paypal-secure.ru — and also use SSL certificates, which makes them very difficult for ordinary
users to identify.

The main signs of phishing links in modern information systems are:

— suspicious or unknown domains (for example: bank-login-verify.com);

— links hidden by URL shorteners (bit.ly, tinyurl.com);

— links based on IP addresses (http://192.168.x.x/login);

— links using multiple redirects.

Bot operation algorithm (Sequence Diagram). To fully understand the bot's workflow, below
is an algorithm in the form of a UML Sequence Diagram. The bot operates between three main
participants: the User, the Telegram Bot server, and external API services.

Ste Sender Receiver Action Description
p

1 User Bot Sends a URL or issues the /scan
command

2 Bot URL Parser Extracts and formats the URL

3 URL Parser Bot Returns the cleaned URL

4 Bot VirusTotal API Sends POST /urls request for
scanning

5 VirusTotal API Bot Returns the analysis_id

6 Bot VirusTotal API Sends GET /analyses/{id} request
to retrieve results

7 VirusTotal API Bot Returns  results  from 70+
antivirus scanners

8 Bot Google Safe Sends POST

Browsing /threatMatches:find request
9 Google Safe Bot Returns threat type and target
Browsing platform

10 Bot Database Stores the result in
SQLite/PostgreSQL

11 Bot User Sends the report and security
warning

This algorithm works asynchronously — that is, the bot is able to process requests from
multiple users in parallel at the same time. Python's asyncio library manages this process.

Integration with API technologies. The system uses the VirusTotal API and Google Safe
Browsing API technologies together.

VirusTotal API v3. VirusTotal is a platform owned by Google that specializes in scanning
files, domains, and URLs using more than 70 antivirus engines and URL scanners. The
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VirusTotal API v3 is built on a RESTful architecture and exchanges information in JSON format.
Below is an example of integration with the VirusTotal API in Python:

import aiohttp, asyncio, base64

VIRUSTOTAL API KEY ='your api key here'
VT BASE URL = 'https://www.virustotal.com/api/v3'

async def scan_url virustotal(url: str) -> dict:
headers = {'x-apikey': VIRUSTOTAL API KEY}
async with aiohttp.ClientSession() as session:
async with session.post(f{VT BASE URL}/urls',
headers=headers,
data={'url": url}) as resp:
data = await resp.json()
analysis_id = data['data']['id']
await asyncio.sleep(15)
async with session.get(f' {VT BASE URL}/analyses/{analysis id}',
headers=headers) as resp:
result = await resp.json()
stats = result['data'|['attributes']['stats']
return {'malicious": stats['malicious'],
'suspicious': stats['suspicious'],
'harmless': stats['harmless']}

Google Safe Browsing API. The Google Safe Browsing API is a service based on Google's
database of over 4 billion dangerous URLs, which allows you to identify phishing, malware, and
fraudulent sites in real time. Below is a sample query:

import aiohttp

GSB_API KEY ='"your google api key'
GSB_URL = (f'https://satebrowsing.googleapis.com'’
f'/v4/threatMatches:find?key={GSB_API KEY}")

async def check google safe browsing(url: str) -> dict:
payload = {

'client": {'clientld": 'phishing-bot', 'clientVersion': '1.0.0'},

'threatInfo': {
'threatTypes': [MALWARE', 'SOCIAL ENGINEERING',

'UNWANTED SOFTWARE'],

'platformTypes'": [ANY PLATFORM'],
'threatEntryTypes': [[URL'],
'threatEntries': [{'url": url}]

}
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async with aiohttp.ClientSession() as session:
async with session.post(GSB_URL, json=payload) as resp:
data = await resp.json()

if 'matches' in data:
return {'safe': False, 'threats': data['matches']}
return {'safe': True, 'threats": []}

elSSN:2349-5715

A comparative analysis of API technologies is presented in the table below:

Criterion VirusTotal API Google Safe Browsing Combination
Detection High (70+ engines) Medium (Google Very high
Accuracy (VirusTotal) threat database) (Google
for Developers)
Response 15-30 seconds <1 second 15-30
Speed seconds
Free Limit 4 requests/minute 10,000 requests/day Combined
(500/day) (VirusTotal) (default quota) (Google for | quota
Developers)
Database 70+ antivirus 4B+ URLSs (commonly Broad
Coverage engines (VirusTotal) cited  ecosystem  scale) | coverage
(Buxuneps)

Asynchronous programming and libraries. The Python programming language is an
effective tool for creating Telegram bot systems due to its simplicity, wide library ecosystem,
and cross-platform compatibility. In this study, the aiogram 3.x library was chosen as the main

tool because it:

— works on the basis of fully native asyncio and effectively handles parallel requests;

— is easy to extend through the Router and Middleware system;

— has a built-in FSM (Finite State Machine) mechanism.

Below is the main part of the bot written on the basis of aiogram 3.x:

import aiosqlite

DB PATH = phishing scanner.db'

async def init_database():
async with aiosqlite.connect(DB PATH) as db:
await db.execute("
CREATE TABLE IF NOT EXISTS scan_results (
INTEGER PRIMARY KEY AUTOINCREMENT,

id
url

user id
is_malicious BOOLEAN DEFAULT FALSE,
vt malicious INTEGER DEFAULT 0,
gsb_threats TEXT DEFAULT '[],
scanned at TIMESTAMP DEFAULT CURRENT TIMESTAMP
")

TEXT NOT NULL,

INTEGER NOT NULL,
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await db.commit()

async def save result(url, user id, vt res, gsb res):
malicious = (vt_res['malicious'] > 0 or not gsb_res|['safe'])
async with aiosqlite.connect(DB_PATH) as db:
await db.execute(

'INSERT INTO scan_results (url, user id, is_malicious,'
'vt_malicious, gsb_threats) VALUES (?,2,2,2,?)',
(url, user_id, malicious,
vt res['malicious'], str(gsb res|'threats']))

)

await db.commit()

Database work. The bot system uses a two-tier data storage architecture: SQLite for
operational queries, and PostgreSQL for large-scale production systems. The aiosqlite library is
used for asynchronous database operations:

import aiosqlite
DB PATH = 'phishing scanner.db'

async def init_database():
async with aiosqlite.connect(DB PATH) as db:
await db.execute("

CREATE TABLE IF NOT EXISTS scan_results (
id INTEGER PRIMARY KEY AUTOINCREMENT,
url TEXT NOT NULL,
user id INTEGER NOT NULL,
is_malicious BOOLEAN DEFAULT FALSE,
vt malicious INTEGER DEFAULT 0,
gsb_threats TEXT DEFAULT '[],
scanned at TIMESTAMP DEFAULT CURRENT TIMESTAMP

™)

await db.commit()

async def save result(url, user id, vt res, gsb res):
malicious = (vt_res['malicious'] > 0 or not gsb_res|['safe'])
async with aiosqlite.connect(DB_PATH) as db:
await db.execute(

'INSERT INTO scan_results (url, user id, is _malicious,'
'vt_malicious, gsb_threats) VALUES (?,2,2,2,?)',
(url, user_id, malicious,
vt res['malicious'], str(gsb _res|'threats']))

)

await db.commit
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Software architecture and visualization. The developed bot system is based on the modular
principle. The architecture consists of the following main parts:

— handlers/ — Module for receiving and responding to Telegram messages;

— services/ — Module for communicating with VirusTotal and Google Safe Browsing APIs;
— database/ — Database management module;

—utils/ — URL parsing, result formatting and auxiliary functions;

— middlewares/ — Rate limiting and logging middleware.

In the security architecture, API keys are securely stored via configuration files or
environment variables, all incoming URLSs are sanitized, and cryptographic operations are logged.

Experiments and Results Analysis

Experiments were conducted on a total of 1000 addresses, consisting of 500 real phishing
URLs and 500 safe URLs. The test data was taken from the open phishing databases PhishTank
and OpenPhish. The results are presented in the table below:

Indicator VirusTota Google Safe Combinatio
1 Browsing n
Accuracy 94.2% 89.7% 97.6%
Correct Detection 92.8% 86.4% 96.2%
(Recall)
False Positive Rate 2.1% 3.8% 1.4%
(FPR)
Average Response Time 183 s 04s 185s

The results showed that using both APIs together increased the accuracy to 97.6% compared
to using them separately. While the Google Safe Browsing API was superior in terms of speed
(0.4 seconds), the VirusTotal API was superior in terms of accuracy and detailed reporting. The
asynchronous architecture allowed the bot to process more than 50 user requests simultaneously
in parallel.

Conclusion

In this study, an automated bot architecture was designed to scan phishing messages on the
Telegram platform. The bot's operating algorithm was described in the form of a Sequence
Diagram, integration methods with the VirusTotal API and Google Safe Browsing API were
analyzed, and asynchronous programming approaches based on the Python aiogram library were
demonstrated.

The results obtained show that the developed solution is effective in detecting phishing
threats. The combined API approach provided an accuracy level of 97.6%. The asynchronous
architecture significantly increased the system's load tolerance. In the future, there are prospects
for integrating the system with machine learning (ML) models, NLP analysis for zero-day
phishing detection, and post-quantum cryptography algorithms.

In general, the developed bot system serves as an effective solution for solving practical
information security issues and has the potential to be used in the educational process, scientific
research, and real information systems.

b
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